SYSTEM TROUBLESHOOTING

ECS Release 6A Training
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Overview of Lesson

e [ntroduct ion

e System Troubl eshooting Topi cs
— Configur ation Par ameters
— System Per formance Monitoring
— Problem A nalysis/Trouble shooting
— Trouble Ticket (TT) Administr ation

e Practical Exercise
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Objectives

 Overall: Proficiency in methodology and
procedures f or syst em troubleshoot ing for ECS

Describe role of configur ation parameters in sy stem
oper ation and tr oubles hooting

Cond uct system pe rformanc e monit oring

Perform COTS proble m analysis and tr ouble shooting
Prepare Hardw are Maintenance Work Order

Perform Failover/Switchover

Perform general checkout and diagnos is of failur es
related t o operations wit h ECS custom software

Set up trouble ticket use rs and configuration
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Import ance

Lesson helps prepare several ECS roles for
effective system troubleshooting, = maintenance,
and problem reso lution:

e DAAC Computer Operator, System Admin -
Istrator, and Maintenance Coordi nator

e SOS/SEO System Admini strator, System
Engineer, System Test Eng ineer, and So ftware
Maintenance Engi neer

« DAAC System Engineers, System Test
Engineers, Mai ntenance E ngineers

4
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Configu ration Param eters

e Default settings may or may not be optimal for
loc al operatio ns

e Changin g paramet er settings

— May requir e coor dination w ith Configur ation
Manageme nt Administ rator

— Some par ameter s accessible on GUIs
— Some par ameter s changed by e diting configur ation files
— Some par ameter s stor ed in da tabases

 Configuration R egistry
— Script loads values from confi guration f iles
— GUI for display and modif ication of parameters

— Script move s (re-names) configur ation files so ECS
servers obtain ne eded parameters from Registry Server
when starting
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System Performance Monitorin g

 Maintaining Opera tional Readiness
— System ope rators -- close monitoring of pr ogress and
status
* Notic e any serious degrad ation of sy stem performa nce
— System a dmini strators and sys tem maintenance

personnel -- monitor overall system functions an d
performance

o Admi nistrati ve and mainte nance oversigh t of sy stem
 Waitch for system problem alerts

« Use monitoring too Is to create special mon itoring
capabilities

» Check for n otifica tion o f sys tem events
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Accessing the EBn et Web Page

e EBnet is a WAN for ECS connectivity

DAACSs, EDOS, and other EOSDIS sites
Interfac e to NASA Interne t (NI)

Transpor ts s pacecraft comma nd, control, and sc ience
data

Transpor ts mis sion cr itica | data

Transpor ts science instr ument data and pr ocessed data
Suppor ts inter nal EOSDIS communications

Interface to Exchange LANS

« EBnet home pag e URL
— http://bernou lli.gs fc.nasa.gov/EBnet/
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EBnet Home Page

Edit Yiew Go Communicator Help

T 4 & 3 B 2 @ < & B 6

Back Forward — Reload Home Search Metscape Print Security Shop L= )ic a)

w§ Bookmarks & LDC&tiDniIhttp:HbernouIIi.gsfc.nasa.gov,"EElnet,.f

~ | " What's Related

Welcome to the
EOSDIS Backbone Network (EBnet) Web Site

Traffic Requirements

Schedules

Contacts ™

——

e

=
Desigh &
Implementation

Modeling

Open Issues G Documentation

Related Weh Sites

NASA [T Privacy Warning Banner
NASA IT Security Warning Banner

Send = mail to tearman_sherri@bah.com

= =B=| |Document: Done
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Checking Network H ealth & Status

« Whazzup??? system manag ement tool
— Host and mode vie ws of networ k resour ces and servers

— Status information on r esour ces
o Purple: Inability to ping sp ecifi ed ho st
* Blue: Incomple te data collec tion
« Red: Serverisdown
e Yellow: Warning thres hold has been exceeded

— Performa nce monitoring ca pability

« ECS Assistant and ECS Monitor
— Operator interface for starting servers
— Indication of netw ork and s erver status a nd change s
— Easy to use capabilit y to ping all s ervers
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Quick Check on Server Availability

« The Whazzup??? tool is a web-based applicati on

« Use a web brow ser for a quick check on servers
— Start the tool
— Select “What’ s Down” from the Ver ify Mod e pop-up m enu
— Servers that are down ar e display ed by mode
— If a host is dow n, its entries are highlight ed in pur ple
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ECS Assistant an d ECS Mon itor

e ECS Assistant

— Indepe ndently av ailable at each hos t

— Subsy stem Manager GUI permits subsy stem installs a nd
staging ESDTs and DLLs into their director ies

e ESDTs: CUSTOM/data/ESS
e DLLs: CUSTOMI/IIb/ESS

« ECS Monitor
— Indepe ndently av ailable at each hos't
— Display the s tatus of se rvers by installed compone nts
— Ping all ser vers
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ECS Assistant Manag er Windows

1
E
-
o
|
i

= EcsasssTANTGAD ||

Eile Help |
Subsystem Manager o
0 = == | ECS ASSISTANT: Subaysiom Manager Usor: omsharsd Host B plscol Sise: VATL
ESDT Manager o
O Fila Tools Utllitiss el |
B0 8 S0 Lo USER: cmehared Du.t.lbaszl Ir=tal] | Shutdosn Eer'.rersl Fertd:l:l Configuration| Stage Arss Irstallation | Start Ssrvers | View Task Ouiput
DE Viewer HOST: t1dms02 Frams 1 Frame 2
SITE: VATC Mode; [T51 - SHTTEnGE
WIEW: MULL ] GUBGYSTERS (5 ClaarCass View: MULL
(=[] s Selectad Subeyaien: PLE
B == Selected Component: EcPl
-] om 5dlected Application: EcPlFlarmingece
- oFs
| e
17 thoEst
O 105
- w==
4 FLS
@ EcP1

5 EcP1PlarmingARe

Sl = b
. EcFIodipr
_: Ec:::-:l:grthmt Installation Statistics
cFiMs T
— Ir=ts)) Record ERtry |
= Ec#IPREditor fretal Tad by wid=112{en183] aid=aplcmtanl ¥
—= ECPIPREdiTOr_IF T_\El'l'-i'-'ll e x H ':"5."'#-'.-'-!'1'0'5' 13158
Claarcass viaw : MOM
—* ECF1Prodstral Stage Location : WODE
—= Ec¥ifa Staging Mode + imetstlcodel foodedropd AEE_01 FSUNS
— EcFliSns [Installation Typ= HOMDEY a
Subsysten instal led FLS
- !
e Ei;:?:hﬁdﬁ Componert installed EcF1
= Ecilvin ] -
—= Ec#lRoAe
—= Ec¥lRoRe Legend
—% EcFiRoS1 Cxet Installed
= EcflRaTl M successful 1y Instal l=d
[ ToGLETT O Installation Warnings
Ly wee T M Installation Errors
|
| | 15

625-CD-617-001



ECS Assistant Mo nitor Win dows
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Tivoli Manag ement Environ ment

e Tivoli provi des a framework
for various syst em monitoring
and management appl ications

e ECS uses three Tivol |
applications

— Tivoli Ent erprise Console:
senses manage ment eve nts

— Tivoli Sof tware Distr ibution:
suppo rts soft ware distr ibution
and ins tallation < Tivoli Startup

— Tivoli D istributed
Monitor ing: monit ors
system and ge nerates
events and alarms

TME 10
User
Admini stration

Tivoli/Plus
Modul es

Third Party Software
Products . Distributi on

Framew ork

Inventory

Enterprise '

Console TME 10
Distribute d
Moni tori ng
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Tivoli Manag ement Region (TMR)

« ATMR is a primary server and its clients

 For ECS, the TMR is usually inst alled on the MSS
server (e.g., gOms h08, I0msh03, nOmsh03,
eOmsh03)

e TMR access is through a policy region icon on
the Admini strator Desktop screen

— ATMR may have more than one polic y region
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ITivoli fﬁwﬁw
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Policy Reg 1on Co ntent
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Distributed Monitor ing

e Checks status of networked resources
(e.qg., systems, appli cations, proc esses)

e Administ rator sets up monitoring profil es for
reso urces (u ses Mon itor Profile Edit page)
— Set monit oring polic y
— Change monitor ing par ameters

— Define automated r esponse s (e.g., change status of
icon, s end e-maill, activa te a pop-up w indow, run a
program or script)

e Multiple monitoring prof iles can be created and
distributed across several hosts

21
625-CD-617-001



22
625-CD-617-001



Perfo rmance Mo nitor
Profile M anager
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Tivoli En terprise Co nsole

 Monitors defined event s across individual items
or grou ps of i tems

« Event Consol e displays notification of events
(changes i n state of a network or host)
— Permits r espons e to events

e Icons depicted in hierarchic al displays to pe rmit
determi nation of specific errors
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Tivoli En terprise Co nsole
Event Groups

~. THME 10 Enterprise Console

Event Groups Options Help
Event
Groups
%% | ‘14 ,-'"'.,,;‘11 o ‘i“‘: ﬂ%|
LT

Security  WARMING

Performance  WARMIMG

Metwork

Custaom

ol [

ALl UARMIMG
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Analysis/T roublesh ooting : System

e COTS product alerts and warnin gs
(e.g., AutoS ys/Xpert, Tivoli Ma nageme nt Envir onment)

e COTS product error messages and event logs
(e.g., AutoSy s)

e ECS Custom Sof tware Error Messages
— List ed in 609-CD-600-001
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System atic Tro ubleshoo ting

Thorough documen tation of the problem

— Date/time of pr oblem occurrence

— Hardware/software

— Initiating c ondit ions

— Symptoms, including log entr ies and mes sages on GUIs

Verification

— Identif y/review relevant publications (e.g., COTS product
manuals, ECS tools and pr ocedures manuals)

— Replicat e problem

ldentification

— Review pr oduc t/subsys tem logs

— Review ECS error mess ages

Analysis

— Detailed ev ent review (e.g., Tivoli notif ications, server
logs)

— Trouble shooting pr ocedures

— Determination of cause/action
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ECS hardware is COTS

System troubleshooting princi ples apply
Whazzup??? for quic k assessment of s tatus
Server logs for event seguence

Initial troubleshooting

— Review error mes sage against hardw are operator
manua |

— Verify connect ions ( power, network, int erface cable s)
— Run inter nal sy stems and/or network diagnos tics

— Review system logs f or evidence of previous pr oblems
— Attempt s ystem reboot

— If problem is ha rdware, report it to the DAAC Mainten-
ance Coordinator , who prepares a maintenanc e Work
Order using ILM soft ware
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XRP-Il Main Screen

— XRP-Il — Baseline User B
ECS Management System
mainm Main Menu 0771772000 13:28

1. Baseline Management

2. ILM Main Menu

3. System Utilities Menu

4. System Tools

Please enter selection (1 — 4 or name):

Fl-help F3-prior menu F5-select F8-exit
] ] 30
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XRP-II ILM Hierarchical Menu
Structure

leain

Baseline Management

|
ILM Main Menu

System Utilities Menu

System Tools

‘|EIN Transactions |

|_EIN Installation
|_EIN Shipment
|_EIN Transfer
|_EIN Archive
|_EIN Relocation

|License Menu [

License Entitlement Manager
License Manager

License Allocation Manager
Maintenance Contracts
Adjust License Quantities

L Inventory Transaction Query

|_EIN Menu

EIN Entry

EIN Manager

EIN Structure Manager
EIN Inventory Query

1 Inventory Ordering Menu |

|_Order Point Parameters Manager
_Generate Order Point Recommendations
_Recommended Orders Manager
_Transfer Order Point Orders

| ILM Master Menu__|

|_Employee Manager

| Assembly Manager

L System Parameters Manager
_Inventory Location Manager
_Buyer Manager
_Hardware/Software Codes

| Status Code Manager

| Report Number

|_EXxport Inventory Data
_DAAC Export Inventory Data
| OEM Part Numbers

| Shipment Number Manager
|_Carriers

| ILM Import Records .
|_Sales/Purchase Terms Maintenance
|_Reason Code Maintenance
|_Site Codes for Scanned Data
| Scanned Data

_Process Scanned Data

_Consumable Inventory Query
- Spares Inventory uerz
_Transfer Consumable & Spare Mat'l

ILM Report Menu|

—-ILM Inventory Reports
_EIN Structure Reports

_Install/Receipt Report

L EIN Shipment Reports
_Transaction History Reports
PO Receipt Reports

L Open Purchase Order Reports
L |nstallation Summary Reports

—|_ Maintenance Menu |

_\Work Order Entr

_Work Order Modification

_Preventative Maintenance ltems
_Generate PM Orders _
_Work Order Parts Replacement History
_Maintenance Work Order Reports

- \Work Order Status Reports
—~Maintenance Codes

|_Maintenance Contracts

LAuthorized Employees

PO/Receiving Menu|

_Material Requisition Manager
_Material Requisition Master
- Purchase Order Entr

L Purchase Order Modification
_Purchase Order Print
_Purchase Order Status

- Receipt Confirmation

_Print Receipt Reports

_Purchase Order Processing
LVendor Master Manager
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ILM Work Order Entry Screen

i
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Hardware Problems: (Continu ed)

e Difficult problems may requi re team attack by
Maintenance C oordi nator, Syst em Administ rator,
and N etwork Admin istrator:

— specific t roubleshoo ting procedures described in COTS
hardware manuals

— non-r eplacement inter vention ( e.g., adjustment)
— replace hardware with maintenanc e spare
» locally purch ased (non-s tock ed) ite m

* installed spares (e.g., RAID storage , pow er suppli es,
network cards, tape driv es)
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Hardware Problems: (Continu ed)

e If no resolution with local staff, maintena nce
suppo rt contractor may be called

— Update ILM maintenanc e record with problem data,
suppo rt provider data

— Call technical suppor t center

— Facilitate site access by the technicia n

— Update ILM record with data on the s ervice call

— If a part is replace d, additi onal data for ILM record
o Part number of new item
e Serial numbers (new and old)
 Equipment Identifica tion Num ber (EIN) of new item

 Model number (Note: may require CCR)
« Name of item re placed
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ILM Work Order Mo dification

« Completion of Work Order Entry co pies active
children of parent EIN into the work order

e Use Work Order Modificat i1on screen to enter
dow n times, and vendor times an d notes

« From Work Order Modificat ion screen, Items Page
IS used to rec ord detalils
— Which item (or items) failed
— New replacement items
— Notes conce rning the failur e
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Non-Standard Har dware Su pport

 For especially dif ficult cases, or if technical
suppo rt is unsatisf actory

— Escalation of the problem
« Obtain attention of suppo rt contrac tor ma nage ment
« Call technical sup port ce nter

— Time and Mater ial (T&M) Suppor t
« Last res ort for mis sion-critica | repairs
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Faillover/Switcho ver

 Hardware consist s of on e pair of SGI servers (e. g., ICL - Ingest S erver)

e« One serverin the pair act s as the “ho t” server, t he other is a “warm”
standb y back up

e RAID device between the two serversi s Dual Ported to both machi nes

(each machine “sees” the en

NET\WORK.

"Hot"
Operational

icg01
SGI Challenge DM

RAID

"Warm"
Stand by

icg02
SGI Challenge DM

tire RAID); a “vi rtual IP” is est ablished

Failover Steps
(assumes warm backup already running DCE,
operating system)
1. Detect Failure on primary (e.g., xxicg01)
2. Confirm Failure on primary (e.g., xxicg01)
3. Shutdown primary (e.g., xxicg01)
4. Change ownership of Disk xlv objects
from primary to backup (e.g., xxicg02)
. Re-build xlv objects on backup (e.g., xxicg02)
. Mount xIv objects (filesystems) on backup
(e.g., xxicg02)
7. Export filesystems
8. Turn on IP alias to backup (e.g., xxicg02)
9. Flush EBnet and local Router table

o O1

Failback procedure reverts to primary
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Preventl ve Maintenance

 Elementst hat may require PM are the STK robot,
tape drive s, stackers, print ers

— Sched uled by loca | Maintenan ce Coor dinator

— Coordinated wit h maintena nce or ganization and using
organization

 Scheduled to be performed by mainten ance organ ization
and to c oinci de with any correctiv e mainte nance if possible

e Scheduled to minimize operational impact

— Document ed using ILM Preventive Maintenance record

38
625-CD-617-001



Troubleshoo ting C OTS Softw are

Issues

o Software use licenses

e Obtaining telephone assistance
e ODbtaining soft ware patches

e ODbtaining soft ware upgrades

Vendor sup port contracts

e First year warranty

e Subseqguent years contracts
 Database at ILS office

e Contact ILS Support
— E-mail: ilsmaint@e os.hitc.com

— Telephone: 1-800-ECS-DATA (327-3282)
Option #3, E xt. 0726 20
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COTS Software Licenses

Maintai ned in a proper ty database by ECS Property
Adminis trator
— Licenses vary by type of softw are and vendor policy

— Property Administr ator maintains
« Master copie s of lice nses
e License database
« Copies of softw are for insta llatio n at sites

40
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COTS Software Installation

e COTS softw are is installed with any appropri ate
ECS cust omization

 Final Version Description Document (VDD )
available

 Anyresidual media and commerci al
document ation should be protect ed (e.qg., stored
In loc ked cabinet, with access control led by on-
duty O peratio ns Coordin ator)

41
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COTS Softw are Suppo rt

e Systematic ini tial troubleshoot ing
— Examine server logs to review event seque nce
— Review error messages, prepare Trouble Tic ket (TT)
— Review system logs f or pre vious oc curre nces
— Attempt software relo ad
— Reportto Maintenance Coordinator (forward TT)

e Additional troubl eshooting
— Procedures in COTS manuals
— Vendor site on World Wide Web
— Software diagnostics
— Local procedures
— Adjus tment of tunable par ameters
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COTS Software Suppo rt (Cont.)

 Organize available data, update TT

— Locate contact inf ormation f or software vendor
technic al suppor t center/help de sk (telephone number ,
name, author ization c ode)

e Contact technical support center/help desk

— Provide background data

— Obtain case reference number

— Update TT

— Notify originator of t he problem that help is initiated

e Coordinate wi th vendor and CM, update TT

— Work with technical su pport center/help desk (e.g.,
troubles hoot ing, patch, wor k-around)

— CCB authorization r equir ed for patch
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COTS Software Suppo rt (Cont.)

e Escalation may be requi red, e.q., if there is:
— Lack of timely soluti on

— Unsatisfactor y performance of technica | suppor t
center/help de sk

. Notify SOS/SEO

— Senior Systems Engineer s

— ILS Logisti cs Enginee r coor dination for escalation
within ve ndor organization
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Troubleshoo ting o f Custom Softw are

e Code maintained at ECS Development Facility
 ClearCase | ibrary storage and maintenance

e Sources of maintenance changes
— M &O CCB dire ctives
— Site-level CCB dire ctives
— Develope r modifi cations or upgr ades
— Trouble Tickets
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Responsible E ngineer (R E) selected by each ECS
organi zation

SOS RE establishes set of CCRs for buil d

Site/Center RE determines site-unigue extensions

System and center REs establish sched ules for
Impl ementation , integration, and test

CM maintains CCR lists and sch edule
CM maintains VDD

RE or team for CCR at EDF obtai ns source
code /files, impl ements change , performs
programmer testing, updat es documentation

46
625-CD-617-001



Custom Software Su pport

e Science sof tware mai ntenance not responsi bility
of ECS on-site maintenance engineers

e Sources of Trouble Tickets f or custom software

Anoma lies

Apparent incor rect execution by software
Inefficiencie s

Sub-optimal us e of system resour ces

TTs may be submit ted by us ers, operators, customer s,
analysts, maintena nce pe rsonnel, manage ment

TTs captur e suppor ting i nformation and data on pr oblem
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Custom Software Support (Cont.)

e Troubl eshooting is ad hoc, but systematic
— Site report and Trouble Tick et (TT)

— Referral to ECS Help Desk and Sy stem Operational
Suppor t

— Problem R eview Board at the De velopme nt Facility

 For problem caused by non-ECS element, TT and
data are provide d to maintainer at that element
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General ECS Tr oublesho oting

(Note: Lesson Guide has introduction and flow
charts, followed by specific procedu res)

e Source of problem likely to be specific operations;
first chart provi des entry to appropria te flow chart

e Top-level char t provides entry into troubl eshooti ng
flow charts and procedures

 Flow charts for probl ems in basic operational
capabil ities:

Server status c heck
Connectivity and DCE
Database access

File access

Registering subs criptio ns

49
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General ECS Tr oublesho oting (Cont.)

e Flow charts for probl ems with basic capabi lities
(Cont.)

— Granule insertion a nd storage of associ ated metadata
— Acquiring da ta from the archive
— Ingest function s

— PGE regis tration, Producti on Requ est creation, cre ation and
activation of a Produc tion Pl an

— Quality Assessment

- ESDTs installed and colle ctions mapped, insertion and
acquiring of a Delivered Algo rithm Package (DAP), and SSI&T
func tions

— Data search and orde r
— Data distrib ution, inclu ding F TPpush and FTPpull
— (EDC only) Functions associated with Data Acq uisiti on Requ est

— (EDC only) Functions associated with On-Demand Producti on

Requests 0
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Troubleshoo ting: Top-Level
Prob lem Categories

1.0

Server Status
Check

See Procedure 1.1

2.0

Checking Server
Log Files

See Procedure 2.1

3.0

Connectivity/DCE
Problems

5.0

File Access
Problems

See Procedure 3.1

4.0

Database Access
Problems

See Procedure 5.1

6.0

Subscription
Problems

See Procedure 4.1

See Procedure 6.1

7.0

Granule Insertion
Problems

8.0

Acquire Problems

9.0

Ingest Problems

See Procedure 7.1

See Procedure 8.1

See Procedure 9.1

10.0

Planning and Data
Processing Problems

See Procedure 10.1

11.0

Quality Assessment
Problems

13.0

Problems with Data
Search and Order

See Procedure 11.1

12.0

Problems with ESDTs,
DAP Insertion, SSI&T

See Procedure 13.1

14.0

Data Distribution
Problems

See Procedure 12.1

See Procedure 14.1

15.0

Problems with
Submission of an
ASTER Data Acquisition
Request (EDC Only)

16.0

Problems with
On-Demand Production
Requests (EDC Only)

See Procedure 15.1

See Procedure 16.1
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1.0: Server Status Check

Procedure 1.1

Using Whazzup???
and ECS Monitor to
Check the Status of
Hosts and Servers

111

Whazzup
indicates
host can be
pinged
?

1.1.2
cdsping
and/or ps -ef |
grep <serverprocess>
find server up and
listening

No

Can Server
Be Started with

script
?

Yes

A\ 4
I

| Server Started
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Checking Server Statu s

ECS functions depend on the involved software
servers being in an “up” st atus and listening

Basic first check i n troubleshooting a problem s
typically to ensure that the necessary servers are
up and listening

Whazzup??? provi des real-time, dynamicall y
updated dis plays of server and system status

ECS Monitor can also prov ide serv er status,
Including cd sping to check if a server is listening

Script s prov ide the capability to start and stop
servers; available scripts may start an indiv idual
server or multiple servers (e.g., serversin a mode)
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2.0: Checking Server Lo g Files

Procedure 2.1

Checking Server
Log Files

2.1.1
Log File
Indicates Possible
Problem with DCE or
Connectivity
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Checking Server Log Flles

 Logfiles: Information on possi ble sources of
disrupt ion in communicat ions, server function
and many other potential troubl e areas

« Two log files for a server

— .ALOG: applic ation log c aptur es events, with | evel of
detail dep endent on AppLogLe vel parameter setting
(setting of O provides full trace, 1 prov ides me ssages for
major events, 2 gives records of errors, 3 turns log of f)

— Debug.log: log ca ptures detailed debug da ta, with | evel
of detail depende nt on DebuglLe vel parameter setting
(setting of 3 provides full trace, 2 prov ides ma jor events,
1 captur es status and related errors, O turns log of f)

e Other logs (e.qg., .err logs for processing, script
log s, such as granule delete loQ)
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3.0: Connectivity /DCE Problems

Procedure 3.1

Procedure 3.2

dceverify and
dcestatus returns
are OK for calling and

called servers
2

Recovering from a
Connectivity/DCE
Problem

Yes

DCE entries
for servers are

OK
?

Using cdsbrowser to
Check DCE Entries
for a Server

Yes

v

(DCE Administrator)
Resolve Problem/ |

Restart DCE

A 4

P )
231 rocedure 3.3

Entries are

Consistent
2

Checking for
<€ Consistency between

Calling and Called
DCE Entries
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Connectivity/D CE Problems

« ECS depends on communicationsina Distributed
Comput ing Environ ment (DCE)

— e Review of serv er log files may point the way
— Both the called server and the calling s erver

e Ensure servers are up

e Ping by name

 Run dceverify and dcestatus

e Use cdsbrow ser to chec k DCE entries for a server

« Ensure that the DCE entry being used by the
calling server/client matches the DCE entry for
the called server

57
625-CD-617-001



Cdsbrowser Screens
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Procedure 4.1

Sybase host for

appropriate server

shows active Sybase

processes
?

Sybase host for
SDSRYV shows Sybase
start prior to

SQS
2

Yes

Recovering from a
Database Access
Problem

v

‘ (DB Administrator)

Sybase error
indicated in log file(s)
for application

Yes [Restart Server to
Re-Establish

Resolve Problem/ Connection

Restart Sybase

59
625-CD-617-001



Database Access Problem s

Most ECS data st ores use the Sybase database
engine

Sybase hosts listed in Document 920-TD x-009
(x =E for EDC, = G for GSFC, =L for La RC,

= N for NSIDC)

On Sybase host, ps -ef | grep da taserver and
ps -ef [ grep sgs to check that SQS was started
after Sybase dataserver proces ses (Note: This
applies only to h ost for SDSRV database)

On application host , grep Syb ase <logfilename>
to check for Syba se errors
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5.0

Procedure 2.1

Checking Server
Log Files

File Access Pro blems

Procedure 5.1

File(s) exist

in path where log

file indicates server

is looking
?

Process owner
has correct account

permissions
?

Yes | Recovering from a

Missing Mount Point
Problem

Resolve Problem (DB Administrator or
(e.g., Move File) and System Administrator) Directory of remote
Re-Initiate Process Resolve Problem ry

host accessible
?

>E)<

(System
Administrator)
Re-Establish

Mount Point

61
625-CD-617-001



File Access/Mou nt Poin t Prob lems

e ECS depends on remot e access to files

« Ensure file is present in path where aclient is
seeking it
~ e+ Ensure correct fil e permiss ions

e Check for los t mount poi nt and re -establi sh if
necessary

— Engineer ing Technic al Directive: NFS Mount Point
Installation/Upda te Standard Procedure
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6.0: Subscription Problem s

Procedure 6.1

_ Subscription ,‘ixdminist(rjatork))
Recoverng rom Server is p ant Canlog nto database
ubscription Server listening Prsauorg need

Problem 2

(DB Administrator)
Resolve Problem/
Restart Sybase

Restart Server I )
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SBSRYV Problem

SBSRYV plays key role in many E CS functions
Ensure SBSRV is up and listening

Use SBSRV GUI to add a subsc ription for
FTPpush of a small data file

Have Database Adminis trator attempt to log in to
Sybase (on the SBSRYV database host w ith the
appropri ate Sybase username and password)
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7.0: Granule Insertion Prob

lems

7.1.2
Archive

Server directory
reflects insertion of
the granule in
guestion

Procedure 7.1

Recovering from a
Granule Insertion
Problem

communication
problem

Resolve Failure to
Store Data

‘ (Archive Manager)

7.1.3
Insertion

reflected in the
Inventory
Database

Yes

7.1.4
Directory
to/from which
copy is being made is
visible on machine
being used

7.1.7
Are the

set up and

on line
?

Procedure 2.1

as a staging

disk created for _
Checking Server

Log Files

volume groups in\J\O
the archive correctly,

(Archive Manager)
Check/Resolve Problem

Subscription
triggered by the
insertion
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Granule Insertion Prob lems

e ECS depends on succ essful archiving functions

e Check serverlogs (SDSRV, Archiv e Server, Request
Manager Server) for commun ications errors

e Run Check Archiv e Script for consi stency between
Archiv e and Inventory

e Listfilesin Archive to check for file insertion
(/dss _stkl/<mode>/<data type direc tory>)

 Database Administrator check SDSRYV Inventory
database for fi le entry

e Check mount points on Archive and SDSRV hosts

« If dealing with Ingest, check for staging disk in drp-
or ic/-mounted staging directory

e Archiv e Manager ch eck volume group set-up and
status

e Check SDSRV and SBSRV logs to ensure that
subscription was triggered by the insertion 66
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Procedure 8.1

Archive Server
and Request Manager
Server debug logs indi-
cate successful
acquire

Did SDSRV
receive the acquire
request from
SBSRV

No (¢ (Archive Manager)
Resolve Failure to
Retrieve Data

Handling an
Acquire Failure

Y Yes

Debug logs
for Staging Disk
and/or Staging Monitor
show successful
staging

Did file and
metadata reach
DDIST staging
area

DDIST Staging
Disk space adequate
for staging the
files

?

Yes

No

Free Up Additional
Space (e.g., Purge
Expired Files)
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Acq uire Problem s

Functi ons requiring stored data are dependent o n
capabil ity to acquire data from the Archi ve

Check SB SRV log for Acqu ire request to SD SRV

Check DDIST log for sending of e-mail
notificat ion to user

Check for Acquire failure

Check SDSRV GUI for receipt of Acquir e request
Check SDSRV logs for Acquire activity

Check Archive Server log f or Ac quire a ctivity and
Request Manager Server log for handling of t he reque st

Check DDIST staging ar ea for file and me tadata
Check Staging Dis k log for Acquire activity errors

Check space available in t he staging area onthe DDIST
server 68

625-CD-617-001



Ingest Problem s

Procedure 9.1

Recovering from
Ingest Problems

Test Ingest
of appropriate type
reflected in Archive
and Inventory

Technician able to
resolve problem with
operational
solution
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Ingest Problem s

e Ingest probl ems vary depending o n type of Ingest

e Ingest GUI shoul d be the st arting poi nt; Ingest
techni cian/Archive Manager may resolve many
Ingest probl ems (e.q., Faulty DAN , Threshold
probl ems, dis k space proble ms, FTP error, Ingest
processi ng error)

 Have technician perform a test ingest of
appropri ate type
— Check for granule ins ertion pr oblems

— Check Archive and Inv entor y databases for appropriate
entries
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10.0: Planning and D ata Processing
Prob lems

Procedure 10.1 Procedure 2.1

communication O Yes
between PDPS and
SDSRYV during

execution

Recovering from a
PDPS Plan Creation/
Activation and PGE
Problem

staff able to
resolve problem with
operational
solution

Checking Server
Log Files

10.1.6

_ _ Were files Yes
can insert file Does a plan for receive e-mail pushed to the
successfully sample PGEs notice of correct

? FTP,EUSh directory
! ?

@ @ PDPS Staff Resolve
LProbIem of Job J—)

Hanging in AutoSys

cdsping Machines
| with Which DDIST
Communicates,
Re-Booting If Necessary
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PDPS Plan Creatio n/Activatio n and
PGE Problems

e Produc tion Planning and Process ing depend on
regi stration and function ing of PGEs, and on data
Ins ertion and archiving

e Initial troubleshooting by PDPS personnel

e Check logs for evidence of communic ations
probl ems between PDPS and SDSRV

« Have PDPS check for failed PGE granule; refer
problem to SSI&T?

e Insert small file and check for granule insertion
probl ems

e Check that PDPS mount poi nt is visibl e on
SDSRYV and Archi ve Server hosts
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PDPS Plan Creatio n/Activatio n and
PGE Problem s (Cont.)

« Have PDPS create and activate a plan for sample
PGEs (e.g., ACT and ETS)
— Ensur e necessary input and s tatic files are in SDSRV
— Ensure necessary ESDTs are installed
— Ensur e thereis a subsc ription f or output (e.g., AST_08)

e Check for PDPS run-time directories

 Determine if the user in the subs cript ion received
e-mail concerni ng the FTPpush

 Determine Iif the files were pushed to the correct
directory

 Execute cdspi ng of machine s with which DDIST
communi cates from x0dis02
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Procedure 11.1 Procedure 2.1

SDSRV and
QA Monitor GUI
communications about
the data query

Recovering from a
QA Monitor Problem

which to perform

QA present in

Archive
?

Checking Server
Log Files

No

Insert again, or (Archive\|
Manager) Resolve ) (

Failure to Insert Data
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QA Monitor Proble ms

QA Monitor GUI is used to record the resultsof a
QA check on a science dat a product (update QA
flag in the metadata)

Operator may handl e error mes sages identified in
Operations Tools Manual (Document 609)

Check that the data reque sted are in the Archi ve

Check SDSRV logs to ensu re that the data query
from the QA Monit or was received

Check QA Monitor GUI log to determine if the
guery results w ere returned
— If not, check SDSRYV logs for communications e rrors
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12.0: Prob lems with ES DTs, DAP
Insertio n, SSI&T

Procedure 12.1

Recovering from
Problems with ESDTs,
DAP Insertion, SSI&T

12.1.2
Events

12.1.1
Relevant

components registered for
installed and problem
operationa ESDT

?

?

v

Install/Re-Install ESDTs
and Related Components;
Re-Start Servers; Update
DDICT Collection Mapping

FTPpush is
working

relevant data are
in the Archive and

Yes

Procedure 2.1

Checking Server
Log Files

OK with 10S,
SBSRYV,

DSS Driver
can insert file
successfully
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ESDT Problems

Each ECS data coll ectio n is described by an ESDT

— Descriptor file has collec tion-lev el metadata a ttributes a nd
values, gr anule-level metadata attribut es (value s supp lied
by PGE at run time), valid va lues and ranges, list of
servic es

Check SDSRV GUI to ensure ESDT is inst alled
Check SB SRV GUI to ensure eve nts are regi stered
Check that IOS and DDICT are installed and up

Check SDSRV GUI for event registration in ESD T
Descri ptor inf ormation

Check log files for errors in communi cation
between SDSRYV, I0S, SBSRYV, and DDICT

If necessary, perform collection mapping for DDICT
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Problems with D AP Insertion/
Acquire and SSI& T Tools/GUIs

e Delivered Algorit hm Packages (DAPS) are the
means to receive new science software

« Check that Algorit hm Int egration and Test Tools
(AITTL) are inst alled

 Check that ESDTs are installed

 Check for granul e insertion probl ems

« Check archi ve for prese nce of t he DAP
 Check for probl ems with FTPpush distribution
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13.0: Prob lems with D ata
Search and Order

Procedure 13.1 Procedure 2.1

Appropriate
data ingested or
produced and
available

Recovering from
Problems with Data
Search and Order

debug log shows

Checking Server e
search activity,

Log Files

Procedure 2.1

Insert again, or (Archive Updat_e DICT Collection
Manager) Resolve LMapplng and Ensure J
Checking Server Failure to Insert Data Valids Available to EDG

Log Files

2.1.10
VOGTWY
debug log shows
ISQL query
is valid

Yes

debug log shows
proper start

13.1.4
Data are
staged for
distribution

2.1.11
DDIST
debug log shows
e-mail notice

sent
?

logs show
communications
successful

Configuration File and/or
Resolve Port Conflict

[Reload VO0-t0-ECS GW

__________________

1 L7 Scene, check the
1HDFEQOS Server .ALOG
, for receipt of request.
1If request is not reflected,

1 then
G
I

__________________
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Tracking GUI
shows order




Data Search Problem s

Data Search and Order functions, includi ng
VOGTWY/DDICT connect ivity, are key t o user access

List files in Archiv e to check for pres ence of file
(/dss_stkl/<mode>/<data_type_direc tory>)

Check SDSRYV logs for proble ms with search

Review VOGTWY log to check that VOGTWY is using
a valid isqgl query

Ensure compatibi lity of collection mappi ng
database used by DDICT and the EOS Data Gateway

Web Client search t ool

— If necessary, perform collection mapping for DDICT (using
DDICT Maintenance Tool)

— Contact EOSDIS VO Infor mation Ma hageme nt System to
check status of any recently ex port ed ECS valids
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Data Order Problem s

Regist ered user must be able to order products
Check for data search probl ems

Use DDIST GUI to determin e if DDIST is handlin g
a request forthe data, and to monitor progress

Determine if the user recei ved e-mail not ification

Check serverlogsto determine where the order
failled; check SDSRV GUI to determine if SDSRV
received the Acquire reques t from VOG TWY
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Data Order P roblem s (Cont.)

e Check DDIST staging area for prese nce of dat a;
check staging disk space

 Execute cdspi ng of machine s with which DDIST
communi cates from x0dis02

e Use ECS Order Tracking GUI to check that the
order is ref lected in MSS Order Tracki ng; check
database

e |f orderis for L7 Scene data, check HDFEOS
Server .ALOG to determine if the HDFEQOS Server
received the request
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14.0:

Data Distribu tion Pro

Procedure 14.1

14.1.2 14.1.3

Recovering from
Data Distribution
Problems

Establish Directory
or, If Distribution Is
External Push,
Resolve Path With
External User

Distribution
Technician able to
esolve problem wit
operational
solution

DDIST GUI
shows distribution
request
?

Appropriate
destination
directory

exists
?

v

Procedure 2.1

Checking Server
Log Files

14.1.4
Data are
staged for
distribution

Free Up
Additional

Space (e.g.,
Purge Expired
Files)

FtpDisServer
debug log shows
distribution to the
appropriate
destination

DDIST Staging
Disk space adequate
for staging the

Yes No No

cdsping
Machines

0 With Which
logs show DDIST
communications

Communicates,
Re-Booting
If Necessary

successful
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FTPpush process is cent ral to many E CS functions

Use DDIST GUI to determin e if DDIST is handlin g a
request for the d ata, and to mon itor progress

Check serverlogs (FtpDis, DDIST) to ensure file
was pushed t o correct directory

Check that the directory exists

Check FtpDis logs for permis sion proble ms
Check for Archiv e Server st aging of file; chec k
staging disk spac e

Check serverlogsto find where communic ation
broke dow n
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FTPpull is key mechanism for data distri bution

Use DDIST GUI to determin e if DDIST is handlin g
a request forthe data, and to monitor progress

Check that the directory to whi ch the files are
being pul led exists

Check FtpDis logs for permis sion proble ms
Check for Archiv e Server st aging of file

Check serverlogsto find where communic ation
broke dow n

Execute cdspi ng of machine s with which DDIST
communi cates from x0dis02
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15.0: Problems with Su bmission of a [==
Data Acquisitio n Requ est (ED C Only) %

Procedure 15.1

Recovering from
Problems with

Submission of an
ASTER Data Acquisition
Request (EDC Only)

1511

_ 15.1.2
User is

_ Relevant
authorized to servers are up

submit a and listening
DAR 2

?

Procedure 2.1

DAR Gateway \Y€s
configuration

correct
?

Checking Server =
Log Files

No No

No

Refer user to U.S. ASTER Ensure Configuration Registry parameters for
website; verify authorization EcGwDARServer reflects correct IP address
with ASTER GDS

and port number for ASTER GDS

2.1.15

Jess Subscription Subscription
Server log GUI shows Gateway debug log Server debug log
shows StartUp subscription shows submission shows receipt
error registered for of subscription
?

of subscription
?

the DAR

Yes

Kill process for java_vm_
and then restart Jess Server
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Problems with D AR Submissi on

« EDC supports the Java DAR Tool to enable
authorized usersto submit ASTE R Data
Acquisition R equestst o the ASTER GDS

e Check for accounts
— Regist ered user with DAR permis sions
— Account establis hed at ASTER GDS

« Checkthat servers are up and li stening
— EcMsAcRegUserSrvr (on eOmss21)
— EcGwDARServer (on e0ins01)
— EcSbSubSrvr (on e0ins01)
— EcCsMojoG ateway (on e0ins 01)
— EcClWbJestSv.jar (on e0Qins 02)
— EcloAdServer (on e0ins0 2)
— Netscape Enterprise Server (on e0dms03)
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DAR Submission Problem s (Cont.)

« Check Configuration Registry to ensure that the
IP address and port for the ECGWDARServer are
correct (Note: This check may need to b e done
by the Configuration Managem ent Administ rator)

« Examine serverlog files
— Ongoing activity indica tes servers are functi oning
— Check at time of pr oblem for evidence of
communic ations br eakdown or other problems
 Determine if subscri ption worked

— Mojo Gateway de bug log should r eflect submission of
subs cription

— Subscription Server debug log should r eflect receipt of
subs cription
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16.0: Problems with On-Dem and
Prod uction Requests (EDC Only)

Procedure 16.1 Procedure 2.1

Recovering from
Problems with

an ASTER On-Demand
Production Request
(EDC Only)

16.1.2
Relevant
servers are up
and listening

Netscape
Enterprise Server
configuration filg

correct
?

authorized for yes

attempted use o

ODFRM
?

Checking Server
Log Files

. Ensure file (magnus.conf)
Determine |f_ user can be reflects correct server 1D, @
authorized,; if so, change server name, IP address,

rofile (User Services) and port number

2.1.18

OD Pr. Req.

.ALOG shows

successful

request
2

indicate successful
handling of

request
?

Tracking GUI
shows order
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Prob lems with On-D emand
Prod uction Requests

e Authori zed users may use the On-Demand Form
Request Manager (ODFRM) to submit on-demand
requests for produ ction of ASTER L1B and Digi tal
Elevation Model data; any user may order other
ASTER higher-level data products

e Check use r account information
— Regist ered user with ODFRM permissions

« Checkthat servers are up and li stening
— EcMsAcRegUserSrvr (on eOmss21)
— EcMsAcOrderSrvr (on eOmss 21)
— Netscape Enterprise Server (on e0dms03)
— EcPIOdMgr (on eOpls02)
— EcSbSubSrvr (on e0ins01)
— EcloAdServer (on e0ins0 2)

90
625-CD-617-001



Prob lems with On-D emand
Prod uction Requests (Con t.)

 Check Enterprise Server configuration file for
correc t setup of serve r and port

« Check serv er log files for communic ation
between O DFRM and ODPRM and correct
handl ing of on-demand request
— Enterprise Server access and errors logs (on e0 dms03)
— EcCIOdPr oduc tRequest.ALOG (on e0ins0 2)
— EcPIOdMgr.ALOG (on e0Opls02)
— EcPIOdMgrDebug.log ( on e0pls0 2)

e Use ECS Order Tracking GUI to check that the
order is ref lected in MSS Order Tracki ng; check
database
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Trouble Ticket (TT)

 Documentation of syst em probl ems
e COTS Software (Remedy)

« Documentation of changes

e Failure Resolution Process

« Emergency fixes

e Configuration chang es - CCR
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Using Remedy

Creating and view ing Trouble Tickets
Adding users to Remedy — TT Administ rator

Controlling and changing privi leges in Remedy —
TT Administrator

Modifyi ng Remedy’s configuratio n — TT
Administ rator, upon approval by Configuratio n
Management Administ rator

Generating Trouble Ticket re ports — System
Adminis trator, others
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_ Action Request System —— User (cyclops) [«

File Edit Huery Actions Macros Bl Help
Entry-Id Status License Type
| & Current O Read ¢Fixed ¢ Floating
Login nane Password
Email Address Group list
l |EE] | [E][®]
Full Hane Phone Nunber
Home DAAC
Default Motify Mechanism Full Text License Tupe
O Mone € HMotifier € E-mail O MHone ¢ Fixed € Floating
Creator Create—date
Lazt-modified-by Modified-date

LDl d=f=0-0=] [=R=l<Pl<l=Juxe] [anfor[nr] rields [H]

Ouery |I |
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Adding U sers to Rem edy

Status

License Type
Login Name
Password
Email Address

Group List

Full Name

Phone Number

Home DAAC

Default Notify Mechanism
Full Text License

Creator
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Changing P rivil eges in Rem edy

e Access privileges (for fields)
— View
— Change
* Privilege chang e methods
— Change group ass ignment
— Change privileges of a group

 Use Admin tool to define group access for sc hemas
(Remedy datab ases)
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Action Request System —— Administrator Tool —— a0mohil
File Category Edit Help
Schema List

g T g
ARE;Contact Info
AR: Job Requisitions
ARE: Lunch
AR:Messages
AR:Recruiting
AFE:Sales Leads
DOTS5-FProject-List-Schema
DemcoHD: Solutions
DemcHD: Staff
DemoHD; Types
DemcHD: Userletail
DemoHel plesk
DemoStartup
Group
RelE-Contact Log
EelB-Hardware Information
RelE-Menu-Closing Codes
REelB-Meru-Hardware Fesources
RelBE-Menu-Key Words
RelE-Menu-HotifyGeneral
RelB-Menu-Problem Type
RelB-Menu-Software Rescources
RelB-Software Information
RelBE-TT-ForwardToSite
RelB-TT-HS5I
RelE-TT-Sites
RelE-TT-Times
RelE-Trouble Tickets
Test Schema
Trouble-Ticket-xfer
User

Humber of items: 32
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Remedy Admin - Group A ccess

Group Access -— Schemasz

Group Reszolution Technician

Visible Hidden Hone AR:Bug Tracking

Visible Hidden None AR:Contact Info

Visible Hidden Hone AR:Job Requisitions
Visible Hidden None AR :Lunch

Visible Hidden Hone AR :Messages

Visible Hidden Hone AR:Recruiting

Visible Hidden None AR:Sales Leads

Visible Hidden Hone DOTS-Project-List-Schena
Visible Hidden None DemnoHD:Solut ions

Visible Hidden None DemoHD:5taff

Visible Hidden Hone DenoHD : Types

Visible Hidden None DenoHD:UserDetail

Visible Hidden Hone DenoHe 1pllesk

Visible Hidden Hone DenoStartup

Visible Hidden Hone Group

Visible Hidden Hone RelB-Contact Log

Visible Hidden None RelB-Harduare Information
Visible Hidden Hone RelB-Henu-Closing Codes
Visible Hidden None RelB-Henu-Hardware Resources

By Dismiss
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emedy Admin - Modify
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L1z}
admibber (0 Ennigree-Ta Flaning Tade
I ] I -] I =
agkmy b bwr Hamg Lwi-mawl Pt Clawt-bs
Fimiccer Frors Crewa mats Clanscace
Saimitnar Hall LEwr-rean U iad-dats Baltekr s Bl i
E
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E
Ly gy Loy
' ik B B
-1 Ferilem e Degducus Msacer Td
E
- - . -
M
. - " -
— “ i
“FFL S Hadp... Craaps Hignerg. .. Brirg tE Froec e on Bk

Schema

Timmy Hoew [afsalt dcear Yiss

Frruard=tr

Farub ddi-Fros
Farun’ disi=irg

¥ arus- s waks

i Temaii T
Farproig-ia-]
Farsw e La=d
Farub de- -1
Farui ded= L=

Arascaled Lovdonl Loy Ld

e i el P ol 'l e

1
1
.
1

Sy Hass [ Bedb-Trokls Ticked |

e
[

L rewma

[T ]

99
625-CD-617-001



Changing R emedy Configurat ion

e User Contact Log, C ategory
e User Contact Log, C ontact M ethod

o Configuration Item (ClI)
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Menu Mane
Hufrash
Henu Type

Level 0

Modify Meru —— RelB-CI

Workbench

Advertizing Se
Advertizing Se
Lozcal Info Mar
Dizstrib Info K
Data Dictionar

YWer O Interop

Data Mgmt HWCI

Label Deztop

Value Destop

RelB-CI
Character Query File SEL
Level 1
Add MadiFy

Add Hew Entries Bottom

sl Set Help...

Change History...

Delete
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Assi gned-t o Report

Average Timeto Close TTs
Hardware Resource Report
Number of Ti ckets by Status
Number of Ti ckets by Priority
Review Board Report

SMC TT Report

Software Resource Report

Submi tter R eport £

Ticket S tatus Report <

Ticket S tatus by Assigned- to
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Remedy Admin - Reports

Fapor = Ball-Troabls Tickoia Ceimaividl
DaF Lras Edit fetiare
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Tickst I=gbun Fepart Drbputs & repoert marted end groupsd by Ticket Statun

Ticket Exsbun by Sxuigned-Ta Duktputm = report moried end groursd by tha lask parson ammigned ko & Trosble Tichst
Trouklaliskhaks

Lzargrasp Eagort crobes refersrclig uler nemst wich the grospe of which chsiy S0 & Pesbsi,
HasklySeaten Cport decs to Accens Far Wessly Stetas Fsport

wF e T, e From Feport choae record lagouk.

Ticksc~Td §

Tickat Jtaten :

Tichst SCacwk-HLgmary 3
Fppigred-FPriarity ©
Ehzrr Deecriptian
Summikkar lepeck @
Faraerd-ca 1
Forsard-to-emedil |
Long-DsecriptLiom
Detoiled Pegolubios Log 2
FarsardadsFram @
EBesolation Lag “End Wier Ssesd |
Fonsardad=Ey =
Fiapaari-dale |
Susmitkar [0 =

Fa g e =T |

Clzmirg [ode -

i) ipad=l it | F s |
Forsard-to-1-ssaeal
Fiimnml LS Pl |
Lagk-—rodaFLed-bry
[y
Farsardad-to=L :

‘Harsier ol relchng sbrws @ 301
orpesi. - Appoed . Cobesn . Compisteld Tess o CHY L |

SR — =

103
625-CD-617-001



Operation al Work-arou nd

Managed by the ECS Operations Coord inator at
each center

Master list of work- aroun ds and as soci ated
trouble ticket s and configu ration change requests
(CCRSs) kept in eithe r hard- copy or soft-copy form
for the operations staff

Hard-copy and soft-copy proced ure documents
are “red- lined” for use by the operations staff

Work-arounds aff ecting multipl e sites are
coordi nated by the ECS organizati ons and
monitored by ECS M&O Office staff

104
625-CD-617-001



